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A Brave New World 
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So.ware	  Defined	  Networking:	  
– What	  problems	  are	  we	  (the	  industry)	  trying	  to	  solve?	  
–  Understanding	  the	  SDN	  approach	  
– What	  does	  a	  real	  world	  SDN	  soluUon	  look	  like?	  

What	  does	  SDN	  mean	  to	  me,	  the	  network	  professional…?	  



Networking’s Dirty Secret 

§  The	  networking	  industry	  is	  sUll	  
driven	  by	  speeds-‐and-‐feeds,	  but	  
OPEX	  remains	  unsolved	  

§  Moore’s	  Law	  for	  hardware	  	  
–  Brought	  down	  costs	  
–  Delivered	  server	  virtualizaUon	  	  

	  	  
§  No	  Moore’s	  Law	  for	  OPEX	  

–  Manageability	  is	  just	  as	  
important	  as	  performance	  
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No	  Moore’s	  law	  
for	  OPEX	  

What	  will	  happen	  
when	  servers	  go	  
from	  1G	  to	  10G?	  
How	  big	  does	  this	  
gap	  become?	  
	  



The SDN Approach 

How	  do	  we	  solve	  problems	  the	  industry	  has	  ignored?	  
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Policy	  Provisioning	   Bandwidth	  Engineering	   No	  Central	  Control	  

Edge	  policy	  staUcally-‐defined	  in	  
edge	  device	  configuraUon	  

Difficult	  to	  engineer	  bandwidth	  
per-‐flow	  (requires	  MPLS/TE)	  

No	  single-‐point	  of	  
administraUon	  and	  control	  



The Networking Feature Gap 
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Granular	  Path	  Control	  
-‐  Create	  and	  manage	  mulUple	  paths	  (at	  scale)	  
-‐  Engineer	  flows	  to	  specific	  forwarding	  paths	  
-‐  Most	  protocols	  sUll	  based	  on	  Shortest-‐Path-‐First	  (SPF)	  

Network-‐Wide	  Awareness	  and	  CorrelaIon	  
-‐  Protocols	  are	  distributed	  with	  distributed	  configuraUon	  
-‐  Awareness	  of	  endpoint	  locaUon	  and	  mobility	  
-‐  Dynamic	  policy	  follows	  logical	  endpoints	  

Distributed	  Protocols	  /	  StaIc	  ConfiguraIon	  
-‐  Single	  point	  of	  configuraUon	  for	  policy	  and	  behavior	  
-‐  ProgrammaUc	  Interface	  (Northbound)	  for	  OrchestraUon	  



SDN in Perspective 
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How	  do	  we	  break	  away	  from	  25	  years	  of	  network	  legacy?	  

•  Can	  we	  design	  networks	  to	  behave	  as	  a	  single	  enIty?	  
…	  not	  a	  collecUon	  of	  distributed	  systems	  

•  Can	  we	  provide	  a	  centralized	  point	  for	  policy?	  	  
•  Dynamically	  allocate	  bandwidth	  based	  on	  applicaUon	  needs	  
•  Single	  point	  of	  policy	  administraUon	  and	  control	  

•  How	  can	  we	  remove	  manual	  tasks	  from	  running	  the	  network?	  
•  Let	  the	  network	  automaUcally	  correlate	  policies	  to	  endpoints	  
•  Dynamically	  program	  path	  and	  policy	  control	  
•  Allow	  external	  systems	  to	  ask	  the	  network	  for	  services	  (without	  opening	  

a	  trouble-‐Ucket)	  



Reinventing (DIY) Networking 
§  In	  2005	  Google	  was	  the	  first	  to	  build	  their	  own	  

network	  hardware	  
§  First	  it	  was	  rumored,	  then:	  

–  “Mystery	  Google	  Switch	  Shows	  up	  in	  Small-‐Town	  Iowa”	  	  
–  Google	  Planet8541	  Pluto	  Edge	  Switch	  

§  They	  were	  followed	  by	  Amazon	  some	  Cme	  later…	  
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Why?	  	  Because	  they	  could	  not	  buy	  a	  network	  that	  did	  what	  they	  needed.	  



Optics versus packets 
§  Rethinking	  the	  design	  of	  tradiUonal	  

data	  center	  backbones	  

§  Can	  opUcal	  technology	  improve	  
scaling?	  

§  Google	  was	  the	  first	  with	  DIY,	  they	  are	  
the	  first	  with	  opUcal	  in	  the	  DC	  
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OpenFlow, ONIX and NOX 
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Early	  work:	  
RCP,	  4D,	  SANE,	  
Ethane…	  

Early	  SDN:	  
NOX	  Network	  OS	  
OpenFlow	  

ONIX	  Paper	  

SDN:	  
ONF	  Founded	  
30	  companies	  
endorse	  SDN	  
Nicira	  in	  Beta	  	  

Focus:	  	  More	  Control	  
-‐  How	  can	  you	  program	  your	  own	  behavior	  into	  the	  network?	  
-‐  Enable	  network	  protocol	  research	  
	  



OpenFlow in Perspective 
§  SDN	  is	  much	  more	  than	  OpenFlow	  

–  Adding	  OpenFlow	  capabiliCes	  doesn’t	  make	  your	  network	  
SDN-‐compliant	  any	  more	  than	  adding	  jet	  fuel	  to	  your	  car	  
makes	  it	  fly.	  

§  OpenFlow	  is	  an	  important	  toolkit	  for	  low-‐level	  control	  of	  
forwarding	  
–  Assembly	  language	  of	  network	  programmability	  /	  SDN	  
–  Low-‐level	  control	  of	  forwarding	  ASICs	  
–  It’s	  about	  controlling	  your	  own	  forwarding	  behavior	  

§  SDN	  is	  a	  method	  for	  solving	  a	  problem,	  	  
not	  a	  product	  or	  a	  protocol	  
	  
Let’s	  look	  at	  problems	  people	  are	  trying	  to	  solve:	  
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SDN	  



Google’s OpenFlow SDN 

	  

§  Benefits	  (Per	  Google)	  
–  Unified	  view	  of	  the	  network	  fabric	  

–  High	  uUlizaUon	  centralized	  traffic	  engineering	  provides	  a	  global	  view	  of	  
the	  supply	  and	  demand	  of	  network	  resources.	  	  

–  Faster	  failure	  handling	  whether	  it	  be	  link,	  node	  or	  otherwise	  are	  handled	  
much	  faster…systems	  converge	  more	  rapidly	  to	  target	  opUmum	  and	  the	  
behavior	  is	  predictable.	  

–  With	  SDN,	  bener	  and	  more	  rigorous	  tesUng	  is	  done	  ahead	  of	  rollout	  
acceleraUng	  deployment….hitless	  upgrades	  

–  High	  fidelity	  test	  environment,	  the	  enUre	  backbone	  is	  emulated	  in	  
sooware.	  

–  Compute	  capability	  of	  network	  devices	  is	  no	  longer	  a	  limiIng	  
factor	  as	  control	  and	  management	  resides	  on	  external	  servers/
controllers.	  Large-‐scale	  computaIon,	  path	  opImizaIon	  in	  our	  
case,	  is	  done	  using	  the	  latest	  generaIon	  of	  servers	  
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GOOG	  begins	  OpenFlow	  Project	  	  
	  
All	  Inter-‐DC	  traffic	  on	  SDN-‐Controlled	  WAN	  
	  

1Q	  2010:	  

1Q	  2012:	  



GOOG’s OpenFlow SDN in Perspective 
Network	  vendors	  unable	  to	  provide	  
effecUve	  bandwidth	  engineering:	  

–  Google	  is	  ready,	  willing	  and	  able	  to	  
operaUonalize	  home-‐grown	  network	  
soluUon	  

–  Leverage	  “big-‐data”	  soluUon	  for	  
bandwidth	  opUmizaUon	  problem	  
(Google’s	  core-‐competence)	  

–  Offline	  path	  computaUon	  via	  
controller,	  hardware	  forwarding	  
programmed	  via	  OpenFlow	  

–  IntegraUon	  with	  RPC	  manager	  allows	  
for	  call-‐admission	  control	  (CAC)	  

12	   ©	  2012	  PLEXXI,	  INC.	  –	  PROPRIETARY	  &	  CONFIDENTIAL	  

Focus:	  	  the	  bandwidth	  engineering	  problem	  
-‐  Centralized	  control	  of	  paths	  /	  bandwidth	  
-‐  Requires	  low-‐level	  control	  of	  forwarding	  behavior	  (OF)	  
-‐  NaCvely	  integrate	  network	  into	  the	  ApplicaCon	  Stack	  
	  



Overlay Solution – Virtualize 
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Focus:	  	  the	  edge	  policy	  problem	  
-‐  Move	  control	  over	  edge	  port	  policy	  from	  the	  network	  to	  the	  virtual	  switch	  in	  the	  server	  
-‐  Central	  Control	  of	  policy,	  coupled	  with	  Data	  Center	  OrchestraCon	  Systems	  
	  



SDN Reality Check: 
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“Reality	  is	  people	  spend	  a	  lot	  of	  money	  on	  networking	  
gear,	  once	  it	  is	  installed	  it	  works.	  	  Don’t	  touch	  it,	  it	  may	  
break	  it.	  	  Once	  people	  have	  adopted	  a	  certain	  network	  
topology,	  they	  are	  highly	  unlikely	  to	  change	  it.	  Unless	  
something	  really	  beAer	  comes	  along.”	  	  

~7:21	  mark	  @	  NFD	  April	  2012	  	  

If	  you	  think	  SDN	  and	  OpenFlow	  are	  about	  making	  networking	  cheaper	  	  
…	  you’ve	  missed	  the	  point.	  

SDN	  is	  about	  delivering	  NEW	  CAPABILITIES	  	  
–	  in	  a	  word,	  it’s	  about:	  InnovaUon	  



Data Center: A Brave New World 
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Rethinking Network Fundamentals 
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Endpoint	  Mobility	  
•  vMoUon	  
•  Dynamic	  Resource	  Scheduling	  

Cross-‐secUonal	  Bandwidth	  
•  Maximize	  bandwidth	  /	  Zero	  latency	  
•  Physical	  locaUon	  maners	  in	  network	  

Centralized	  Network	  OrchestraUon	  
•  Single	  point	  of	  control,	  API-‐driven	  
•  The	  network	  is	  orchestrated	  as	  

another	  Data	  Center	  resource	  

The	  datacenter	  is	  the	  
first	  place	  with	  truly	  
different	  network	  
requirements	  
	  
Legacy	  designs	  are	  no	  
longer	  an	  opIon	  



The performance problem… 
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“To	  Infinity	  and	  Beyond!”	  
-‐	  Buzz	  Lightyear	  (Toy	  Story,	  1995)	  

Data	  Center	  Network	  Requirements:	  
•  Infinite	  any-‐to-‐any	  bandwidth	  
•  Infinitely-‐low	  latency	  



Where’s my Terabit Ethernet Switch? 
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Faster	  network	  connecCons	  would	  mean	  faster	  
development,	  as	  new	  internal	  or	  customer-‐facing	  
applicaCons	  were	  quickly	  run	  through	  their	  paces	  
and	  refined.	  Ideally,	  each	  server	  could	  send	  a	  full	  
1G	  bps	  to	  any	  other	  server	  in	  the	  data	  center,	  but	  
that	  would	  require	  the	  64	  Terabit	  Ethernet	  pipes	  
Facebook	  can't	  buy	  today	  -‐-‐	  or	  6,400	  of	  today's	  10-‐
Gigabit	  Ethernet	  connecCons,	  which	  isn't	  really	  
feasible,	  he	  said.	  A	  fabric	  of	  that	  size	  would	  require	  
160	  of	  the	  largest	  switches	  available,	  Lee	  said.	  	  Just	  
imagine	  trying	  to	  manage	  these,"	  Lee	  said.	  "There	  
are	  a	  lot	  of	  things	  that	  are	  missing	  from	  this	  data	  
center	  fabric.	  All	  of	  these	  things	  are	  essenCal	  to	  
running	  an	  Ethernet	  fabric,	  yet	  none	  of	  them	  exist	  
at	  this	  scale."	  Lee	  said	  his	  job	  is	  to	  piece	  together	  
the	  elements	  that	  are	  available.	  

-‐  Donn	  Lee,	  Facebook	  
“Facebook	  Sees	  Need	  for	  Terabit	  Ethernet”,	  PCWorld,	  2/2/2010	  

8,000	  Node	  Fat	  Tree	  Design	  
-‐  10	  tons	  of	  cable	  
-‐  55,296	  cat-‐6	  cables	  
-‐  1,128	  separate	  cable	  bundles	  
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Scale: Chasing the Dream 
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-‐	  James	  Hamilton,	  Amazon	  

Scale-‐up	  reliability	  gets	  expensive	  faster	  than	  reliable…	  
	  asymptoCcally	  approaches	  “unaffordable”	  but	  	  
	  never	  gets	  to	  “good	  enough”.	  
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Bandwidth is Inflexible 
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“The	  key	  observaCon	  is	  that	  the	  available	  
bisecConal	  bandwidth	  is	  inflexible.	  	  It	  cannot	  be	  
allocated	  to	  the	  points	  in	  the	  data	  center	  that	  would	  
benefit	  most	  from	  it,	  since	  it	  is	  fixed	  to	  a	  pre-‐defined	  
topology.	  	  While	  supporCng	  arbitrary	  all-‐to-‐all	  
communicaCon	  may	  not	  be	  required,	  supporCng	  bursty	  
inter-‐pod	  communicaCon	  requires	  a	  non-‐blocking	  topology	  
using	  tradiConal	  techniques.	  This	  results	  in	  a	  dilemma:	  
unfortunately,	  network	  designers	  must	  pay	  for	  the	  expense	  
and	  complexity	  of	  a	  non-‐blocking	  topology	  despite	  the	  
face	  that	  vast,	  though	  dynamically	  changing,	  porCons	  of	  
the	  topology	  will	  sit	  idle	  if	  the	  network	  designer	  wishes	  to	  
prevent	  localized	  boflenecks.”	  	  	  

-‐	  Amin	  Vahdat,	  Google	  

“(…)	  exisCng	  techniques	  perform	  
sub-‐opCmally	  due	  to	  the	  failure	  to	  
use	  mulCpath	  diversity	  (…)”	  
	  
The	  Case	  for	  Fine-‐Grained	  Traffic	  
Engineering	  in	  Data	  Centers	  	  

–	  Microsoo	  Research	  (2010)	  
hnp://research.microsoo.com/apps/pubs/?id=136776	  
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Scaling Bandwidth: The Fat Tree 
§  Overcome	  protocol	  limitaUons	  

–  Leverage	  equal-‐cost	  forwarding	  
§  L3	  Overlay	  (VXLAN,	  NV-‐GRE,	  STT)	  
§  TRILL	  /	  FabricPath	  or	  MPLS	  

§  “We’re	  gonna	  need	  a	  bigger	  tree”	  
–  Fat	  tree:	  core	  requirements	  scale	  

geometrically	  
–  Affordable	  Core	  uplinks	  not	  much	  faster	  than	  

edge	  ports	  (40G	  vs	  10G)	  
–  Always	  a	  limited	  diameter	  for	  non-‐blocking	  

performance	  (“pod-‐size”	  will	  be	  limited)	  
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Scaling Trees Needs Dense Aggregation 

This	  starts	  to	  look	  a	  lot	  like	  
the	  Single	  Core	  Processor	  
of	  networking…	  
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Running Out of Scalability:  
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The	  Point	  of	  Diminishing	  Return	  in	  CPUs…	  
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Single Core Aggregation Example 
§  Example:	  100,000	  2x10	  GbE	  Servers	  
–  At	  Over-‐SubscripUon	  RaUo	  of	  1:1	  

§  Need	  2,000,000	  GbE	  equivalent	  =	  50,000	  x	  40	  GbE	  
§  for	  CLOS	  topology:	  need	  addiUonal	  ~100,000	  ports	  

–  Largest	  40	  GbE	  agg	  switch	  today	  is	  72	  ports	  
§  We	  will	  see	  96	  ports	  coming	  soon	  in	  2U,	  at	  1-‐2	  kW	  

–  100k	  servers	  =	  1500	  switches	  
§  1.5-‐3.0	  MW	  –	  just	  for	  interconnecUon	  overhead	  

24	  

And	  we	  have	  not	  done	  a	  thing	  about	  Amin’s	  
inflexible	  bisecUonal	  bandwidth	  problem…	  
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Don’t build bigger, build smarter… 
§  ComputaUon.	  Algorithms.	  Math.	  	  This	  is	  SDN	  	  
§  Derive	  network	  topology	  and	  orchestraUon	  directly	  from	  

applicaUon	  or	  tenant	  configuraUon.	  	  
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§  Deliver	  high-‐bandwidth,	  opUcal	  interconnect	  
§  Allocate	  bandwidth	  on-‐demand,	  where	  it’s	  needed	  
§  Maintain	  bandwidth/loss/latency	  SLAs	  	  
	  
	  §  Centralized,	  Controller-‐based	  soluUon	  
§  API-‐driven,	  Programmable	  by	  design	  
§  ApplicaUon	  Affinity	  intelligently	  delivers	  bandwidth	  	  
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Do you see the Affinities? 
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Social	  networking	  for	  servers…	  



SDN Value: Correlation 
Automated,	  Bandwidth-‐on-‐Demand	  

–  Old	  school:	  policies	  defined	  manually	  at	  edge	  ports	  
§  Ex:	  CoS	  ClassificaUon	  via	  ACL	  

–  Plexxi	  SDN:	  Affinity-‐driven	  network	  policy	  	  
§  Flexible,	  OpUcal	  Infrastructure	  allows	  bandwidth	  allocaUon	  
§  Policy	  dynamically	  follows	  endpoints	  

1.  Define	  Affinity	  Policies	  in	  Controller	  
2.  Gather	  node	  data	  from	  external	  sources	  

§  E.g.	  vCenter	  /	  OpenStack	  /	  OSS	  or	  Provisioning	  Systems	  
3.  AutomaUcally	  correlate	  node	  IDs	  to	  network	  locaUon	  
4.  Dynamically	  program	  policy	  rules	  to	  network	  locaUon	  
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Plexxi Elements 
§  Open	  APIs	  for	  expressing	  applicaIon	  and/or	  tenant	  affiniIes.	  

–  	   Applies	  equally	  to	  virtualized	  and/or	  clustered	  and/or	  mulU-‐tenant.	  	  

§  Underlying	  physical	  architecture	  is	  efficient,	  flexible	  and	  fluid.	  
–  	   A	  truly	  “orchestrate-‐able”	  infrastructure.	  	  

§  A	  robust	  controller	  implementaIon	  that	  leverages	  modern	  
compuIng	  plaaorms	  and	  computaIon.	  	  
–  	   Predictable,	  determinisUc,	  and	  more	  reliable	  than	  legacy	  layered	  protocols.	  
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Affinity Fitting 

§  You	  want	  to	  organize	  the	  
network	  topology	  based	  on	  
the	  applicaUon	  workloads.	  

§  But,	  in	  a	  legacy	  network,	  you	  
are	  constrained	  by	  where	  
the	  wires	  go	  and	  the	  
operaUon	  of	  legacy	  
protocols…	  
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Core	  

Agg	  

Access	  
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Orchestration 
§  You	  can	  make	  progress	  via	  VM	  

mobility	  

§  But,	  there	  are	  difficult	  
limitaUons,	  and,	  in	  many	  cases,	  
applicaUon	  resources	  are	  
shared	  or	  fixed	  in	  place	  	  
–  Database	  servers	  
–  Gateways	  
–  Clusters	  
–  …	  
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Core	  

Agg	  

Access	  

©	  2012	  PLEXXI,	  INC.	  –	  PROPRIETARY	  &	  CONFIDENTIAL	  



What if… 
§  There	  was	  a	  way	  to	  
build	  a	  single-‐Uer,	  
MULTICORE	  network?	  

§  This	  changes	  the	  
economics	  of	  
hierarchical,	  switched	  
networks…	  
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The Evolution of Computer Networking 

32	  

Shared 
Media 

Switched 
Hierarchies 

What’s 
Next 

1980 1996 2012 

We	  have	  reached	  an	  inflecUon	  point…	  

1st Epoch 2nd Epoch 3rd Epoch 
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The Future Future… 

As	  we	  look	  toward	  
building	  exabit-‐scale	  
networks…	  
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Source:	  Dr.	  John	  Bowers,	  UCSB,	  Calient	  Technologies	  
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What Does SDN Mean to me? 
§  The	  need	  for	  your	  experUse	  is	  not	  going	  away	  

–  ExperUse	  is	  sUll	  needed	  to	  solve	  hard	  problems	  
§  Day-‐to-‐Day	  Networking	  may	  get	  less	  painful	  

–  we	  can	  finally	  shed	  some	  of	  the	  old	  legacy	  that	  makes	  networking	  
complicated	  /	  hard	  to	  manage	  

–  The	  network	  can	  now	  integrate	  more	  Ughtly	  with	  applicaUons	  and	  
Data	  Center	  orchestraUon	  systems	  

–  You	  will	  be	  able	  to	  work	  on	  interesUng	  problems	  –	  rather	  than	  
mundane	  problems	  

§  You	  don’t	  need	  to	  become	  a	  programmer	  
–  But	  learning	  basics	  like	  Python	  and	  REST	  is	  useful	  
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