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LISP Use Case - Agenda

= ISP Use Cases

= LISP Standards Update
= Summary

= HW/SW Roadmap

= References

T

By
|

141

il

(I

‘|‘|

1
Il

i

——
f—
=

P pe

- —

v
_—
= -
—

-
=
=
-
-
-

-

=

N

NI
CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved.

Cisco Public C I S C O 3



LISP Use Cases
The Five Core LISP Use-Cases

a k~ W D F

Efficient Multi-Homing

IPv6 Transition Support

Network Virtualization/Multi-Tenancy
Data Center/VM Mobility

LISP Mobile-Node

Cisco Public
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LISP Use Cases

Overview

Efficient Multi-Homing

LISP
Site routers

IPv6 Transition Support

4 s )
LISP <=

router

IPv6
Internet

= |P Portability
» |ngress Traffic Engineering without BGP

= Vv6-0ver-v4, vb-over-vb
= v4-over-vo, v4-over-va

Network Virtualization - VPN

*» Reduced CapEx/OpEx
= Segmentation

CMUG - LISP Use Cases
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ﬁata  Internet
Center 1
\S
~

~,

DQ
Center 2

» Cloud/ Layer 3 VM moves
» Segmentation
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LISP Use Cases
Efficient Multi-Homing

Needs:

= Site connectivity to multiple providers
= Low OpEx/CapEx

LISP Solution:

= LISP provides a streamlined solution for
handling multi-provider connectivity and

policy without BGP complexity Applicability:
: = Branch sites where multihoming is
Benefits: traditionally too expensive
= Multi-homing across different providers " Useful in all other LISP Use Cases
= Simple policy management Customers/EFTs:
= Ingress Traffic Engineering = Qualcomm
= Egress Traffic Engineering = Verizon Business
= Cisco IT

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public C I s c o 6
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LISP Use Cases

Efficient Multi-Homing — Unicast Forwarding Review

Pl EID-prefix
2.0.0.0/24

r

/

ISR Gita

(2.002->3.003 |

Provider A
10.0.0.0/8

Provider Y
13.0.0.0/8

Pl EID-prefix
3.0.0.0/24

LISP Site /
\

) X 11.001->12002) (11.001->12.0.0.2] (2.002>3003 |
Bl\aﬁcezgr); A 3.00.3 [2'0'0'2 >3003 | PRS00 )
\ 1
EID-prefix: 3.0.0.0/24
Legend: Mapping | | Locator-set:
EIDs -> Green Entry 12.0.0.2, priority: 1, weight: 50 (01) || This policy controlled

Locators -> Red

Physical link

CMUG - LISP Use Cases

13.0.0.2, priority: 1, weight: 50 (D2)

}
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LISP Use Cases

Efficient Multi-Homing — Control Plane - Review

Pl EID-prefix
2.0.0.0/24

Pl EID-prefix
3.0.0.0/24

Providef X

(\ 12000
Q

Pro@der A
10.9.0.0/8

22

Rrovider \
\3.0.0.0/8

[ 2002->3.0023

How do | get

to 3.0.0.3?
_ 2\ [3]\ [4
DNS entry: /11.0.0.1 > 65.1.1.1\ 21\ 31\ 14 /66_2_2_2 i 12_0_0_2\
D.abc.com A 3.0.0.3 LISP ECM 11.0.0.1->3.003 LISP ECM
(udp 4342) Map-Request (udp 4342) [5]
(udp 4342)
. 11.0.0.1->3.0.0.3 nonce 11.0.0.1 ->3.0.0.3
Legend: Map-Request Map-Request
EIDs -> Green [1] (udp 4342) (udp 4342)
Locators -> Red nonce nonce
BGP-over-GRE \_ / Ny 4
Physical link
NI
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LISP Use Cases

Efficient Multi-Homing — Control Plane - Review

: ALT
Pl EID-prefix

2.0.0.0/24

65.1.1.1 /
(4

MR g ALT

r

Provider A
10.0.0.0/8

ALT
66.2.2.2
ALT

Provider X
12.0.0.0/8

Sl
~ S .
S Provider B
—1.0.0.0/8 13.0.0.0/8 | 7= §
LISP Site e
) /12.0.0.2 ->11.0.0.1\
Mapping J§ Locator-set: Map-Reply
L . ) (udp 4342)
Legend: Entry 12.0.0.2, priority: 1, weight: 50 (D1) nonce
EIDs -> Green 13.0.0.2, priority: 1, weight: 50 (D2) 3.0.0.0/24
Locators -> Red 12.0.0.2[1, 50]

BGP-over-GRE
Physical link

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved.
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CA

‘database-mapping’ Command

database-mapping

To configure an IPv4 or IPv6 EID-to-RLOC mapping relationship and its associated traffic policy use
the database-mapping command in LISP configuration mode.

Syntax Description

EID-prefix/prefixlength
The IPv4 or IPv6 EID prefix and length to be advertised by this router.
locator
The IPv4 or IPv6 Routing Locator (RLOC) associated with this EID-prefix/prefix-length

priority priority The priority (value between 0 and 255) assigned to the RLOC. When multiple locators
have the same priority they may be used in load-shared fashion. A lower value indicates a higher
priority.

weight weight The weight (value between 0 and 100) assigned to the locator, used to determine how
to load-share traffic between multiple locators when the priorities assigned to multiple locators are
the same. The value represents the percentage of traffic to be load-shared.configured with only its
own locators.

database-mapping 172.16.91.0/24 10.1.1.1 priority 1 weight 50
database-mapping 172.16.91.0/24 10.2.1.1 priority 1 weight 50



LISP Use Cases
IPv6 Transition Support

Needs:
= Rapid IPv6 Deployment

= Minimal Infrastructure disruption

LISP Solution:

= LISP encapsulation is Address Family
agnostic

IPv6 interconnected over IPv4 core

IPv4 interconnected over IPv6 core

Benefits:

= Accelerated IPv6 adoption
= Minimal added configurations
= No core network changes

= Can be used as a transitional or
permanent solution

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved.
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LISP — Data Header Format
IPv4 RLOC with IPv4 EID or IPv6 EID

ol1|z]a]a|s]|s]lz]|a]lsfola]z]|s]als]|s|lz][a]ls]|o|la]a]a]als][s]lz]a]s]o]1
Version IHL Type of Service Total Length
IPv4 Outer Header: Identification Flags Fragment Offset
Router supplies Time to Live Protocol (17) Header Checksum

RLOCs

Source Port (3000x) Dest Port (4341)
UDP {
UDP Length UDP Checksum
N l [ | E‘ Vl | ‘ Flags ‘ Nonce/Map-Version

LISP
header

Source Routing Locator

Destination Routing Locator

Instance ID/Locator Status Bits

Version | IHL ‘ Type of Service Total Length oo CLatic Cinss | Flow Label
| PV 4 | nner Identification Flags | Fragment Offset Payload Length | Next Header LopICT
Header: Tmewive | protoco Header Checksum Source EID IPV6 Inner
Host supplies e Header:
EIDs Destination EID Host supplies
EIDs
Destination EID

e Quter Header could be IPv6 also

« UDP En-Cap to better load-split the encapsulated packets across
member links of such LAGs

« Otherwise, core routers would see a single flow i

CISCO .
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I
LISP Use Cases — IPv6 Migration Support

Customer Case Study — General Topology

172.16.1.6 ¢
2001:db8:a::1

ISR G2 (3945)
* XTR for LISP encap/decap

V6 VIP AAAA-record:
2001:db8:¢5¢0::1 www.lisp6.customer.com
: \ _ 2001:db8:c5¢0::1 (example)

Load Balancer ]

* v6/V4 translation

A-record:
www.customer.com
10.1.1.1 (example)

Internal v4 Network 192.168.2.1

SSL VPN Appliance

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public c I s C o 13



LISP Use Cases — IPv6 Migration Support
Customer Case Study — LISP Configuration

172.16.1.6 2001:db8:ff::6

2001:db8:a::1

172.16.1.5 2001:db8:ff::1

router lisp

database-mapping 2001:db8:c5c0::/48 10.10.10.10
priority 1 weight 1

ipv6 itr

ipv6 etr

ipv6 itr map-resolver 172.16.1.6

ipv6 etr map-server 172.16.1.6 key XxXxXxXXX

ipv6 use-petr 172.16.1.5

== ng ==

Customer
IPv4 DFZ 10.10.10.1

i 192.168.1.1

v6 VIP
2001:db8:c5c0::1

Internal v4 Network 192.168.2.1

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public c I s C o 14
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LISP Use Cases — IPv6 Migration Support

Customer Case Study — Packet Flow example

6 VIP Jagt vé-host]

[ va-xtr e v4-pxtr ] - v6-pxtr
| v6-VIP [ v6-host]

[vo-hosi jud Vo-VIP |

[va-pxtr g vaxr
[ohos lal vo VP

— i
v g vonos Wz

@ —

| -O%,

|
Cvaint o va |

[v-host fd VGVIP_

Cvalo o véint_

Internal v4 Network

T '
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LISP Use Cases — IPv6 Migration Support

Customer Case Study — Example Packet Flow

172.16.1.6 =iy 2001:db8:ff::6

2001:db8:c5c0::1 -> 2001:db8:a:: 1 » 2001:db8:a::1

10.10.10.10 -> 172.16.1.5
2001:db8:¢c5¢0::1 -> 2001:db8:a::1

172.16.1.5 2001:db8:ff::1

172.16.1.5 ->10.10.10.10
2001:db8:a::1 ->2001:db8:c5c0::1

Customer
IPvd DFZ 10.0.W.1
@ 2001:db8:a::1 ->2001:db8:c5c0::1
b se0 - ‘db8:a:: 6-vlan Ve ViP
2001.db8.0500.i> 2|001.db8.a..1 2001:db8:c5c0: 1

/ ° )\
I & s

| 192.168.2.1 -> 192.168.1.1 192.168.1.1 -> 192.168.2.1

T

Internal v4 Network

192.168.2.1

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public
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LISP Use Cases
IPv6 Transition Support

Applicability:

= Low CapEXx, Quick, IPv6 Web
Presence

= Useful in all other LISP Use Cases
(Multi-homing, VM-mobility,
Virtualization...)

Customers/EFTs
Cisco IT
Facebook

= Qualcomm
= InTouch

World IPv6 Day Sites using LISP

Cisco

lisp.cisco.com (AAAA: 2610:d0:110c:1::3, ::4)
Facebook

www.lisp6.facebook.com (AAAA: 2610:D0:FACE::9)
Qualcomm

www.ipv6.eudora.com (AAAA: 2610:d0:120d::10)

jobs.qualcomm.com (no longer AAAA)
Deutsche Bank

www.ipv6-db.com (AAAA: 2610:d0:2113:3::3)
Munich Airport

lisp.munich-airport.de (no longer AAAA)
Isarnet

lisp.isarnet.net (AAAA: 2610:d0:211f:fffe::101)
InTouch

www.lisp.intouch.eu (AAAA: 2610:d0:210f:100::101)

World IPv6 Day Sites Statistics (and current)

= Deutsche Bank

http://honeysuckle.noc.ucla.edu/cgi-bin/smokeping.cgi?target=LISP

= Munich Airport
= |sarNet

Facebook IPv6 Experience with LISP

http://nanog.org/meetings/nanog50/presentations/Tuesday/NANOG50.Ta
Ik9.lee_nanog50_atlanta_oct2010_007_publish.pdf

NI
CISCO -
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LISP Use Cases — Network Virtualization
Layer 3 Virtualization Options

= VRF Lite

= VRF Lite over IP (GRE)

* VRF Lite over DMVPN/GET-VPN
= MPLS VPN

= MPLS VPN over IP (GRE)

= MPLS VPN over DMVPN

= MPLS VPN over Multipoint GRE (MGRE)
= Virtualization with LISP

NI
CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public c I s C o 18



Network Virtualization with LISP
Segmentation

LISP Virtualization
= Atechnique to Virtualized the EID and RLOC namespaces

= The LISP Instance-ID is the mechanism to separate address
spaces in the control and data planes

Instance-1D
= a 24-bit unstructured number
= Data-plane: in LISP encapsulation header

= Control-plane: EID encoded in LCAF format

CMUG — LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public C | S C o 19



LISP Use Cases

Virtualization/Multi-Tenancy

Needs:

» |ntegrated Segmentation
= Minimal Infrastructure disruption

» Global scale and interoperability

LISP Solution:

= 24-bit LISP instance-ID segments
control plane and data plane mappings

= VRF mappings to instance-id

Benefits:
= Very high scale tenant segmentation Applicability:
= Global mobility + high scale = Multi-provider Core
segmentation integrated in single IP = Encryption can be added
solution
o _ _ Customers/EFTs:
= |P based solution, transport independent _
= Tier 1 ISP

= No Inter-AS complexit
Prexity = Major Health Care Provide
‘ li NI

CMUG — LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public C | S c o 20
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LISP — Data Format Example
IPv4 EID/IPv4 RLOC Example

draft-ietf-lisp-15

LR LEL DL LR e e L e [ [s o [o]:
- Version IHL Type of Service Total Length
IPv4 Outer Header: Identification Flags Fragment Offset
Router supplies < Time to Live Protocol (17) Header Checksum
RLOCs Source Routing Locator
NG Destination Routing Locator
Source Port (xxxx) Dest Port (4341)
UDP { UDP Length UDP Checksum
LISP N|L|E|V|I| Flags Nonce/Map-Version InStanC_e ID
{ Maps Aligns
header R —— _
a Version IHL Type of Service Total Length Wlth VR F
|PV4 |n ner Header: Identification Flags Fragment Offset Defl n |t|0n
Host supplies < Time to Live Protocol Header Checksum
EI DS Source EID
\_ Destination EID
NI

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public c I S C o 21



e
‘Instance-id’ Command

eid-table

To configure a LISP instance-id for association with a virtual routing and forwarding (VRF)
table or default table through which the EID address space is reachable, use the eid-table
command in LISP configuration mode. To

remove this association, use the no form of this command.

[no] eid-table {default | {vrf vrf-name}} instance-id iid

Syntax Description

Default

Select the default (global) routing table for association with the configured instance-id.
vrf vrf-name

Select the VRF named vrf-name for association with the configured instance-id.
instance-id iid

The instance-id to be associated with this eid-table (value between 0 and 16777215)

CMUG — LISP Use Cases © 2011 Cisco and/or its affiliates. Al rights reserved. Cisco Public c | S C o 29



LISP Use-Cases — Multi-Tenancy
Case Study — Configuration Example

!

hostname xTR-1

!

vrf definition blue
!
address-family ipv4
exit-address-family
1
address-family ipvé
exit-address-family

]

vrf definition teal
1
address-family ipv4
exit-address-family
1
address-family ipvé
exit-address-family

!

vrf definition green
1
address-family ipv4
exit-address-family
1
address-family ipvé
exit-address-family

1

ip cef

ipv6é unicast-routing

ipv6é cef

1

interface LoopbackO
ip address 13.1.1.1 255.255.255.255
!
interface Loopbackl

vrf forwarding blue

ip address 10.1.1.1 255.255.255.0
!

interface Loopback2

vrf forwarding teal

ip address 10.2.1.1 255.255.255.0
!

interface Loopback3

vrf forwarding green

ip address 10.3.1.1 255.255.255.0
!

interface Ethernet0/0

description to R30 (Core)

ip address 12.1.0.2 255.255.255.25

CMUG - LISP Use Cases

<

3

=

<

3

=
asssssmsmsmsEEEn

FYTTETTTTLITLITLD

[10.3.1.0/24]

R [10.2.1.0/24

LISP Site-1

router lisp
eid-table default instance-id 0

database-mapping 13.1.1.1/32 IPv4-interface Ethernet0/0

priority 1 weight 1
exit
!
eid-table vrf blue instance-id 1

database-mapping 10.1.1.0/24 IPv4-interface Ethernet0/0

priority 1 weight 1
exit
!
eid-table vrf teal instance-id 2

database-mapping 10.2.1.0/24 IPv4-interface Ethernet0/0

priority 1 weight 1
exit
!
eid-table vrf green instance-id 3

database-mapping 10.3.1.0/24 IPv4-interface Ethernet0/0

priority 1 weight 1
exit
!
ipv4 itr map-resolver 12.2.0.2
ipv4 itr
ipv4 etr map-server 12.2.0.2 key secret
ipv4 etr
exit
!
ip route 0.0.0.0 0.0.0.0 12.1.0.1
1

© 2011 Cisco and/or its affiliates. All rights reserved.

10.2.3.0/24]| 10.3.3.0/2;1|

LISP Site-3

Cisco Public
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LISP Use-Cases — Multi-Tenancy
Case Study — Configuration Example

!
hostname xTR-2
!
vrf definition blue
!
address-family ipv4
exit-address-family
1
address-family ipvé
exit-address-family
]
vrf definition teal
1
address-family ipv4
exit-address-family
1
address-family ipvé
exit-address-family
!
vrf definition green
1
address-family ipv4
exit-address-family
1
address-family ipvé
exit-address-family
1
ip cef
ipv6é unicast-routing
ipv6é cef
1

Lol

CMUG - LISP Use Cases

interface LoopbackO
ip address 13.1.1.2 255.255.255.255
!
interface Loopbackl

vrf forwarding blue

ip address 10.1.2.1 255.255.255.0

!
interface Loopback2

vrf forwarding teal

ip address 10.2.2.1 255.255.255.0

!

interface Loopback3

vrf forwarding green

ip address 10.3.2.1 255.255.255.0

!

interface Ethernet0/0

description to R30 (Core)

ip address 12.2.0.2 255.255.255.252
!

LISP Site-1

LISP Site-2

|10.2.2.0/24[10.3.2.0/24]

Lo2

© 2011 Cisco and/or its affiliates. All rights reserved.

Lo3

1
router lisp

eid-table default instance-id 0
database-mapping 13.1.1.2/32 12.2.0.2 priority 1 weight 1

exit
1

eid-table vrf blue instance-id 1
database-mapping 10.1.2.0/24 12.2.0.2 priority 1 weight 1

exit
[}

eid-table vrf teal instance-id 2
database-mapping 10.2.2.0/24 12.2.0.2 priority 1 weight 1

exit
1

eid-table vrf green instance-id 3
database-mapping 10.3.2.0/24 12.2.0.2 priority 1 weight 1

exit
1

site All-Sites
authentication-key secret

eid-prefix
eid-prefix
eid-prefix
eid-prefix
exit

!

13.1.1.0/24 accept-more-specifics

instance-id 1 10.1.0.0/16 accept-more-specifics
instance-id 2 10.2.0.0/16 accept-more-specifics
instance-id 3 10.3.0.0/16 accept-more-specifics

ipv4 map-server
ipv4 map-resolver
ipv4 itr map-resolver 12.2.0.2

ipv4 itr

ipv4 etr map-server 12.2.0.2 key secret

ipv4 etr
exit




LISP Use-Cases — Multi-Tenancy
Case Study — CLI Output

xTR-2#show lisp site
LISP Site Registration Information

Last Up
Register

never no
00:00:34 yes
00:00:06 yes
00:00:02 yes
never no
00:00:27 yes
00:00:03 yes
00:00:03 yes
never no
00:00:24 yes
00:00:58 yes
00:00:02 yes
never no
00:00:33 yes
00:00:04 yes
00:00:00 yes

Who Last

Registered

2

12
12

(528
(528
28

12.
12.
12.

12.
12.
12.

i
2P
3

N

0.
0.
0.

o
N

2
2
2

Inst EID Prefix
Ip

0 13.1.1.0/24
0 13.1.1.1/32
0 13.1.1.2/32
0 13.1.1.3/32
1 10.1.0.0/16
il 10.1.1.0/24
il 10.1.2.0/24
il 10.1.3.0/24
2 10.2.0.0/16
2 10.2.1.0/24
2 10.2.2.0/24
2 10.2.3.0/24
3 10.3.0.0/16
3 10.3.1.0/24
3 10.3.2.0/24
3 10.3.3.0/24

xTR-2#show lisp site instance-id 0
LISP Site Registration Information LISP S.t 2
Site Name Last Up Who Last Inst EID Prefix I (3
Register Registered ID
All-Sites never no -- 0 13.1.1.0/24
00:00:48 yes 12.1.0.2 0 13.1.1.1/32 |10.2_2.0/24||10.3_2_0/24|
UOs0EA) 728 B2:3:0,3 © Eoo o A/EH S EEEEEEEEEEENEEEEENEEEAEEEEEEEEEEEEEEEEEEEEE
00:00:18 es 12.3.0.2 0 113151l 827 H
xTR-2#show lisp site instince id 1 5 Lol LOZ L03
LISP Site Registration Information E
Site Name Last Up Who Last Inst EID Prefix : Site Name
Register Registered ID ]
All-Sites never no --= 1 10.1.0.0/16 H All-Sites
00:00:43 yes 12.1.0.2 1 10.1.1.0/24 *
00:00:22 yes 12.2.0.2 1 10.1.2.0/24
00:00:19 yes 12.3.0.2 1 10.1.3.0/24
xTR-2#show lisp site instance-id 2
LISP Site Registration Information
Site Name Last Up Who Last Inst EID Prefix
Register Registered iD
All-Sites never no -- 2 10.2.0.0/16
00:00:43 yes 12.1.0.2 2 10.2.1.0/24
00:00:19 yes 12.2.0.2 2 10.2.2.0/24
00:00:21 yes 12.3.0.2 2 10.2.3.0/24
xTR-2#show lisp site instance-id 3
LISP Site Registration Information
Site Name Last Up Who Last Inst EID Prefix
Register Registered iD
All-Sites never no -- 3 10.3.0.0/16
00:00:56 yes 12.1.0.2 B 10.3.1.0/24
00:00:28 yes 12.2.0.2 8 10.3.2.0/24
00:00:25 yes 3.0.2 3 .0/24
xTR-2#

Lo2

E1/O

E1/1

B [ 10.2.1.0/24][10.3.1.0/24]

10.2.3.0/24|

10.3.3.0/24|

LISP Site-1

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public
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DN
LISP Use Case — Multi-Tenancy

Network Virtualization “Over the Top”

- ALT ALT -
Pl EID-prefix / \ 66.0.2.2 Pl EID-prefix
2.0.0.0/24 5111 © B 3.0.0.0/24
f MR 7 ALT ALT MS \
L Provider A Provider X 1
—-10.0.0.0/8 12.0.0.0/8
‘ud
( S L Provider B ProviderY )
~ 11.0.0.0/8 13.0.0.0/8 ~—"
LISP Site LISP Site /
= Allows network segmentation on XTR (CE to SP)
VRES = PE routers require minimal routes (RLOC address only)
= VRF Segmentation is applied to CE/XTR
Legend: = SP PE has minimal customer routes (ideal if Enterprise PE)

EIDs -> Green
Locators -> Red
BGP-over-GRE

Physical link = Can add GET VPN for additional data security (IPSec) ol | 1ol | s

= CE/XTR can add additional customer (per VRF), and routes are hidden from
SP network.
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LISP Use Cases
VM-Mobility

Needs:
= VM-Mobility across subnets

= Move detection, dynamic EID-to-
RLOC mappings, traffic redirection

LISP Solution:
= OTV + LISP to extend subnets
= ISP for VM-moves across subnets

Benefits:
= Integrated Mobility
= Direct Path (no triangulation)
= Connections maintained across moves
= No routing re-convergence
= No DNS updates required
= Global Scalability (cloud bursting)
= |[Pv4/IPv6 Support
= ARP elimination

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved.

/Data
Center 1

Internet Dah
Center 2
N
N,

N,

Applicability:

= VM OS agnostic

= Services Creation (disaster recovery,
cloud burst, etc.)

Customers/EFTs:

= Cisco IT
= Qualcomm
= More...

NI
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LISP Use Cases — VM-Mobility

Case Study — Topology, Initial Map Cache entries

EID RLOC Host 1: 10.10.30.1
10.10.10.0/24 192.168.10.1 ‘ Enterp rise
192.168.10.2 e Map Cache Table
Branch EID Space, - Rer_nOte
10.10.20.0/24 192.168.20.1 10.10.30.0/25 Site EID RLOC
192.168.20.2
— 10.10.10.0/24 192.168.10.1
10.10.30.0/24 192.168.30.1 S22 CPE - xTR B 192.168.10.2

Map Cache Table Map Cache Table
EID RLOC EID RLOC
10. 192.168.20.1 10.10.10.0/24 192.168.10.1
10.20.0/24 192.168.20.2 192.168.10.2
10.10.30.0/24 192.168.30.1
VM2 : 10.10.10.2 o DC EID Space, DC EID Space, VM3:10.10.20.1
Home Subnet Home Subnet
10.10.10.0/24 10.10.20.0/24
VM1:10.10.10.1
o ljlel ]l

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public c I s C o 28




LISP Use Cases — VM-Mobility

Case Study - traffic flows before move

EID RLOC

10.10.10.0/24 192.168.10.1

192.168.10.2

Host 1: 10.10.30.1

10.10.20.0/24 192.168.20.1

192.168.20.2

10.10.30.0/24 192.168.30.1

Map Cache Table

EID RLOC

10. 10.20.0/24 192.168.20.1

192.168.20.2

10.10.30.0/24 192.168.30.1

7\

10.10.10.2<->10.10.10.1

VM2 : 10.10.10.2

===

10.10.30.1<->10.10.49.1

P | Enterprise
Branch EID Space, ﬁ Reﬁm ote

10.10.30.0/25 10.10.30.1<->10.10.10.1 L€

192.168.30.1<->192.168.10.2
10.10.30.1<->10.10.10.1

192.168.20.2<->192.168.10.2
10.10.20.1<->10.10.10.1

Before

Move gt

Map Cache Table

EID RLOC

10.10.10.0/24 192.168.10.1

192.168.10.2

Map Cache Table

EID RLOC

10.10.10.0/24 192.168.10.1

192.168.10.2

= = 2
NS sy
-
ey =/ )
10.10.20.1<->10.10.10.1 10.10.20.1=->10.10.10.1
Apg, Apg,
EAST

(4

DC EID Space,
Home Subnet

DC EID Space,
Home Subnet

VM1 :10.10.10.1

10.10.10.0/24 10.10.20.0/24

CMUG - LISP Use Cases

© 2011 Cisco and/or its affiliates. All rights reserved.
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LISP Use Cases — VM-Mobility

Case Study — map cache updates after move

Host 1: 10.10.30.1

EID RLOC
10.10.10.0/24 192.168.10.1
192.168.10.2
Branch EID Space,
10.10.20.0/24 192.168.20.1 10.10.30.0/25

192.168.20.2
10.10.30.0/24 192.168.30.1

10.10.10.1/32 192.168.20.1

192.168.20.2

Map Cache Table

EID

RLOC

10. 10.20.0/24

192.168.20.1
192.168.20.2

10.10.30.0/24

192.168.30.1

10.10.10.1/32

192.168.20.1
192.168.20.2 -

@

Nt R TR é —

Apg Apg
st
Ay

VM2 : 10.10.10.2

N |

7|

-

A

Apg, DC EID Space,
Home Subnet

VM1 :10.10.10.1

10.10.10.0/24

CMUG - LISP Use Cases

© 2011 Cisco and/or its affiliates. All rights reserved.

/\(A

Enterprise
Remote
Site

SSE2=5CPE - xTR B

DC EID Space,
Home Subnet
10.10.20.0/24

Cisco Public

Before ‘l o .l
Move
Yy
Map Cache Table
EID RLOC
10.10.10.0/24 192.168.10.1
192.168.10.2
10.10.10.1/32 192.168.20.1 /4 ’
192.168.20.2
Map Cache Table
EID RLOC
10.10.10.0/24 192.168.10.1
192.168.10.2
10.10.30.0/24 192.168.30.1

VM3: 10.10.20.1

©

NI
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LISP Use Cases — VM-Mobility BT

; L ALLLLL 2
Case Study - traffic flows after move Before  qiiiiim
Move gy
—D
After Move ~ Smmp
EID RLOC Host 1: 10.10.30.1 —
10.10.10.0/24 192.168.10.1 Enterp rise
192.168.10.2 — R ¢ Map Cache Table
Branch EID Space, a \ emo €
10.10.20.0/24 192.168.20.1 10.10.30.0/25 10.10'30.1<_>10.10'10'.‘1 e EID RLOC
192.168.20.2
— — 10.10.10.0/24 192.168.10.1
10.10.30.0/24 192.168.30.1 =< CPE - 192.168.10.2
/ <=2=CPE - xTR
10.10.10.1/32 | 192.168.20.1 10.10.10.1/32 192.168.20.1
192.168.20.2 192.168.20.2
Map Cache Table Map Cache Table
EID RLOC EID RLOC
10. 10.20.0/24 192.168.20.1 e [02:168.30.1<>192,168.20 LIS 10.10.10.0/24 192.168.10.1
192.168.20.2 . & .168.10.
22 MS/IMR 192.168.10.2
10.10.30.0/24 192.168.30.1

10.10.30.0/24 | 192.168.30.1

10.10.10.1/32 192.168.20.1 NLO;
192.168.20.2

9

Nt R TR éf —

~ 0.10.20.1<->10.10.10.1
f10.10.30.1<->10.10.10.1 “
WEST N Il ]

A , Apg,

A

(10.10.10.2<->10.10.10.1 10.10.10.2<->10.10.10.1 10.10.20.1<->10.10.10.1

1

DC EID Space, Apm VM3 :10.10.20.1
Home Subnet

10.10.20.0/24
VM1:10.10.10.1

VM2 : 10.10.10.2

DC EID Space,
Home Subnet
10.10.10.0/24
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I
‘lisp dynamic-eid roamer’ Command

lisp dynamic-eid

To configure a LISP VM-Mobility (dynamic-EID roaming) policy and enter dynamic-EID
configuration mode on an

Syntax Description

dynamic-EID-policy-name

The name of the LISP dynamic-EID policy.

database-mapping

To configure a IPv4 or IPv6 dynamic-EID-to-RLOC mapping relationship and its associated traffic
policy use the

Syntax Description

dynamic-EIDprefix

The IPv4 or IPv6 dynamic-EID prefix and length to be registered as a roaming EID for this policy.

Example:
lisp dynamic-eid Roamer-1

database-mapping 172.16.1.1/32 10.1.1.1 priority 1 weight 100 NI
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LISP Use Cases
LISP Mobile Node

Needs:

Mobile devices roaming across any access
media without connection reset

Mobile device keeps the same IP address
forever

LISP Solution:

LISP level or indirection separates endpoints
and locators

Network-based; no host changes, minimal
network changes

Scalable, host-level registration (101°)

Benefits:

MNs can roam and stay connected

MNs can be servers

MNs roam without DNS changes

MNs can use multiple interfaces

Packets have “stretch-1” reducing latency

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved.

Any 3G/4G Any WiFi
Network Network
Dynamic (Z ) \ S‘ Dynamic
RLOC ‘ " RLOC
dino.cisco.com
\ Static EID: 2610:00d0:xxxx::1/128 )

Applicability:

= |Pv4 and IPv6
= Android and Linux

= Open

Customers/EFTs:

= Major vehicle manufacturer

= A wireless provider

Cisco Public
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Standardization
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I
LISP Standardization Effort

Op en Des | g N IETF LISP WG: http://tools.ietf.org/wg/lisp/

AD = Area Director Evaluation

LISP base protocol (draft-ietf-lisp-15) AD Evaluation...

LISP+ALT (draft-ietf-lisp-alt-07) AD Evaluation...

LISP Interworking Publication Requested...
(draft-ietf-lisp-interworking-02)

LISP Map Server (draft-ietf-lisp-ms-11) AD Evaluation...

LISP Multicast AD Evaluation...

(draft-ietf-lisp-multicast-07)

LISP Internet Groper IESG Evaluation...

(draft-ietf-lisp-lig-05) Open source versions available

LISP Mobile Node Three prototype implementations underway
(draft-meyer-lisp-mn-05) Not WG Document

LISP Canonical Address Format -05 update sent to WG list
(draft-farinacci-lisp-Icaf-05) Proposed for WG adoption

LISP MIB (draft-ietf-lisp-mib-02) Active...

LISP Map Versioning Last Call...

(draft-ietf-lisp-map-versioning-02) J 1ol l "
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.
LISP Deployments

International LISP Beta Network

LISP Community Operated
= ~ 4 years operational
= > 130+ sites, 25 countries
Nine implementations
deployed today...

= Cisco: I10S, I0S-XE, NX-OS
FreeBSD: OpenlLISP
OpenWrt

Linux

Android (Gingerbread) ‘e’ | hipiiisncisso.com
Two other router vendor

http://www.lisp6.facebook.com

http:/lisp.isarnet.net/

QLIALCOMIW

http://www6.eudora.com
http://myvpn6.qualcomm.com

Google Microsoft Verisignr \—
veriyon

and more...
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LISP — A Routing Architecture; Not a Feature

LISP Innovations

Enables IP Number Portability

= With session survivability

= Never change host IP addresses
No renumbering costs

= No DNS “name -> EID” binding change

Uses pull vs. push routing

= OSPF and BGP are push models;
routing stored in the forwarding plane

= LISP is a pull model; Analogous to
DNS; massively scalable

An over-the-top technology
= Address Family agnostic

» |ncrementally deployable

= No changes in end systems

Creates a Level of Indirection

= Separates End-Host and Site addresses

Deployment simplicity

» No host changes

= Minimal CPE changes

= Some new core infrastructure components

Enables other interesting
features

» Simplified multi-homing with Ingress traffic
engineering — without the need for BGP

» End-host mobility without renumbering
» Address Family agnostic support

An Open Standard
= No Cisco Intellectual Property Rights

CMUG - LISP Use Cases

© 2011 Cisco and/or its affiliates. All rights reserved.
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LISP References
Resources

LISP Information

 |ETF LISP WG http://tools.ietf.org/wg/lisp/
 LISP Beta Network http://www.lisp4.net or http://www.lisp6.net
 Cisco LISP Site http://lisp.cisco.com (v4 and vé)

« Cisco LISP Marketing http://www.cisco.com/go/lisp

Mailing Lists
 |[ETF LISP WG lisp@ietf.org
« LISP Interest (public) lisp-interest@puck.nether.net
e Cisco LISP Questions lisp-support@cisco.com
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Thank you.
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e
LISP Overview

What is the problem with an “overloaded” semantic?

= | oc/ID overload leads to Internet == .
scalingissues | e -

0000000

Why do current IP semantics cause
scaling issues?

— Overloaded IP address semantic makes
efficient routing impossible

0000000

0000000

Rctive BOF entries (FIEY

0000000

000000

- Today, “addressing follows topology,” which
limits route aggregation compactness

- IPv6 does not fix this

. routing scalability is the most

Why are r ling i ? - -
y are route scaling issues bad important problem facing the Internet

— Routers require tons of expensive memory today and must be solved ... "
to hold the Internet Routing Table in the
forwarding plane Internet Architecture Board (IAB)

October 2006 Workshop (written as RFC 4984)

- It's expensive for network builders/operators

— Replacing equipment for the wrong reason
(to hold the routing table); replacement
should be toimplement new features

i ’
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LISP Overview

What do we mean by “location” and “identity”?

When the device moves, it gets
anew IPv4 or IPv6 address for
its new identityand location

x.y.z.1

Device IPv4 or IPv6
address represents
identityand location

LISP Behavior
Loc/ID “split”

x.y.z.1

Device IPv4 or IPv6  &-b-C.1
address represents
identity only.

ef.q.7 ..
\ J x.y.z.1
Its location is here!

Only the location changes

When the device moves, keeps
its IPv4 or IPv6 address.
It has the same identity

Today’s Internet Behavior
Loc/ID “overloaded” semantic

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public l l I
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LISP Overview

How does Location/ID Split help solve this problem?

Today’s Internet Behavior
Loc/ID “overload”

In this model, everything goes in the DFZ

LISP Behavior
Loc/ID “split”

In this model, only RLOCs go in the DFZ;
EIDs go in the LISP Mapping System!

o 0
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I
LISP Overview

A “level of indirection”

LISP creates a “Level of indirection” with two namespaces: EID and RLOC

= EID (Endpoint Identifier)is the IP address
of a host — just as it is today

= RLOC (Routing Locator) is the IP address
of the LISP router for the host

= EID-to-RLOC mapping is the distributed
architecture that maps EIDs to RLOCs

on-LISP ’

”
el lle
~ TN

EID Space

= No host changes = Support for mobility

= Network-based solution = Incrementally deployable

= Minimal configuration = Address Family agnostic

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved.
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LISP Overview
LISP Mapping Resolution — DNS analog

LISP Map Lookup is analogous to a DNS lookup

= DNS resolves IP addresses for URLs

g [who IS www.cisco.com ] ?

host [ 198.133.219.25 |

DNS DNS
Server URL Resolution

» LISP resolves locatorsfor queried identities

[wherelsxyzl]’>

LISP LISP
Mapping Identity-to-location
ISP [ |Ocat|0n |s a. b C. 1 ] SyStem Map ReSO|UtI0n
router

i '
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e
LISP — Data Header Format

IPv4 EID/IPv4 RLOC Example draft-ietf-lisp-09

InANNANBNDNRANNBNBNDNAANNBNBNDDE
- Version IHL Type of Service Total Length
IPv4 Outer Header: Identification Flags Fragment Offset
Router supplies < Time to Live Protocol (17) Header Checksum
RLOCs Source Routing Locator
NG Destination Routing Locator
Source Port (xxxx) Dest Port (4341)
U D P { UDP Length UDP Checksum
LISP N|L|E|V|I| Flags Nonce/Map-Version
header { Instance ID/Locator Status Bits
- Version IHL Type of Service Total Length
| PV 4 | nner H ea d er: Identification Flags Fragment Offset
Host supplies < Time to Live Protocol Header Checksum
E | D S Source EID
_ Destination EID

T '
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LISP — Data Header Format
IPv6 EID/IPv4 RLOC Example

IPv4 QOuter Header:
Router supplies <
RLOCs

~

UDP {
LISP{
header

IPv6 Inner Header:
Host supplies <
EIDs

/’

CMUG - LISP Use Cases

~

draft-ietf-lisp-09

of1]afs]als|e|7]a]|s|o]a]2]a]a]s]s|7]e]|s]o]a|2]s]a]s]e]7]|e]s]0]1
Version IHL Type of Service Total Length
Identification Flags Fragment Offset
Time to Live Protocol (17) Header Checksum
Source Routing Locator
Destination Routing Locator
Source Port (xxxx) Dest Port (4341)
UDP Length UDP Checksum
M|{L|E|V]|I | Flags Monce/Map-Version
Instance |D/Locator Status Bits
Version Traffie Class Flow Label
Payload Length MNext Header Hop Limit

Source EID

Destination EID

© 2011 Cisco and/or its affiliates. All rights reserved.

Cisco Public
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LISP — Data Plane Operations

End-to-End connection is between EIDs

Network-Based “map and encap” approach

» Requires the fewest changes to existing systems — only the CPE

= No changes in hosts, DNS, or core infrastructure

= New Mapping Services required for EID-to-RLOC mapping resolution

source
host

7. Application

6. Presentation <

5. Session

4. Transport <

3. Network (EID) |-
-

1. Physical '

peer-to-peer communications

7. Application
6. Presentation
5. Session

3. Network (RLOC)[ sesssesnness - [3. Network (RLOC)[«ssnsssuanas 'S

3. Network (RLOC)

(UDP)

(UDP) (UDP)
(LISP)

(LTSP)
S

3. Network (EID)

CMUG - LISP Use Cases

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public

(LISP)

destination
host

-
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LISP Data Plane

Ingress/Egress Tunnel Router (XTR)

Provider A
10.0.0.0/8

Provider X \

12.0.0.0/8

Provider Y
13.0.0.0/8

11.0.0.0/8

ITR — Ingress Tunnel Router ETR — Egress Tunnel Router

* Receives packets from site-facing interfaces * Receives packets from core-facing interfaces

* Encapsulates to remote LISP site » De-caps and delivers packets to local EIDs at
(or natively forwards to non-LISP site) the site

i '
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I
LISP Data Plane

Unicast Packet Forwarding

Pl EID-prefix Pl EID-prefix
2.0.0.0/24 3.0.0.0/24

r

Provider A
10.0.0.0/8

<t
11.00 0/
S,
©, (@)

/

Provider Y
13.0.0.0/8

1 1SR Site

(2.002->3.003 |

LISP Site /
\

D X 11.0.0.1->12.0.0.2 (11.001->12.0.0.2] (2.002>3003 |
DNS entry:
; 2.0.0.2->3.0.0.3

Dabccom A 3003 | (2002>3003 | [ ]

\ .

EID-prefix: 3.0.0.0/24
Legend: Mapping | | Locator-set:
EIDs -> Green . . . .
Locators -> Red Entry 12.0.0.2, priority: 1, weight: 50 (D1) This policy controlled
Physical link 13.0.0.2, priority: 1, weight: 50 (D2) by destination site
\.

i ’
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I
LISP Control Plane

Control Plane Messages

Control Plane EIDRegistration
Map-Reqister messages

Sent by ETR to Map-Server to register its associated ElDprefixes

Specifies the RLOC(s)to be used by the Map-Server when
forwarding Map-Requests to the ETR

Control Plane “Data-triggered” mapping service
Map-Request messages

Sent by an ITR when it needsfor EID/RLOCmapping, to test an
RLOCfor reachability, or to refresh a mapping before TTL expiration

Map-Reply messages

Sent by an ETR in response to a valid map-request to provide the
EID/RLOCmapping and site ingress Policy for the requested EID

1 0
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LISP Control Plane

Map-Server/Map-Resolver (MS/MR)

7/

‘

MR ALT
4 L
Provjder A
== 10 Q/8

a4
- S S= q
3
LISP Site

/MR — Map-Resolver

* ReceivesMap-Requestfrom ITR.

* Forwards Map-Request onto the ALT topology.

» Sends Negative Map-Replies in response to
\_ Map-Requests for non-LISP sites.

)

CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. All rights reserved.

ALT

ALT

Provider )

LISP Site /

~

MS — Map-Server

* LISP site ETRs Register their EID prefixes
here; requires configured “lisp site” policy,
authentication key.

* Injects routes for registered site EID prefixes
into BGP ALT topology.

» Receives Map-Requests via ALT and
i '
D | Operations
J 54

forwards them to registered ETRs.
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LISP Control Plane
LISP-ALT

ALT ALT

7/

‘

r

(I)IIK

/

LISP Site

ALT

MR

Provider A
10.0.0.0/8

Provider X
12.0.0.0/8

-
~— —~

Provider Y
13.0.0.0/8

11.0.0.0/8

CMUG - LISP Use Cases

/ALT — Alternate Topology

over GRE tunnels
* Map-Requests with EID destination address are forwarded
over GRE topology.
* ALT peering connections and can be off-the-shelf gear, a
\ router, commodity Linux host, etc.

» Aggregate registered EID-prefixes along allocation hierarchy
» Advertises (pushes) EID-prefixes in Alternate BGP topology

/

© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Public D |
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LISP Control Plane
Mapping Database (ETR), Map-Cache (ITR)

/LISP Site Mapping-Database A

* EID-to-RLOC mappings in all ETRs for local LISP site
« ETRis “authoritative” for its EIDs, sends Map-Replies to ITRs

/(-(\ « ETRSs can tailor policy based on Map-Request source
‘<
- S

K Decentralization increases attack resiliency

Provider Y
11.0.0.0/8 13.0.0.0/8

LISP Site (ET LISP Site /

/LISP Map Cache \

» “Lives” on ITRs and only stores mappings for sites to
which ITR is currently sending packets.

» Map-Cache populated by sending Map-Requests
through ALT and receiving Map-Replies from ETRs

» ITRsmust respect Map-Reply policy, including TTLs,
\ RLOC up/down status, RLOC priorities/weights /

i '
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e
LISP Control Plane

Map-Registration example

i)ther 3/8 sites.. ]
P1 EID-prefix // P1 EID-prefix

2.0.0.0/24 65.1.1.1 2oL 3.0.0.0/24

Provider X
12.0.0.0/8

Provider A
10.0.0.0/8

Provider Y
13.0.0.0/8

(12.0.0.2-> 66.2.2.2\

LISP Map-Register
- (udp 4342)
3.0. 0 0/8 3.0.0.0/.8 SHA-1
MS advertises 3.0.0/24
propagatlon into ALT \_1200.1,13001 /
Legend: includes the BGP over GRE 1]
EIDs -> Green Map -Resolver (2]

Locators -> Red
BGP-over-GRE

Physical link I
o 11 '
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e
LISP Control Plane

Map-Request example

Pl EID-prefix
2.0.0.0/24

Pl EID-prefix
3.0.0.0/24

r

Providef X

‘. 12.0.0.0

Pro@ider A
10.9.0.0/8

|
- S

Rrovider \
\3.0.0.0/8

[ 2002->3003 ‘ LISP Site /

How do | get

to 3.0.0.3?

_ 21\ 3]\ [4
DNS entry: /11.0.0.1-> 65.1.1.1\ 21\ 31\ 14 /66_2_2_2_> 12_0_0_2\
D.abc.com A 3.0.0.3 LISP ECM 11.0.0.1->3.003 LISP ECM

(udp 4342) Map-Request (udp 4342) [5]
udp 4342
: 11.0.0.1->3.0.0.3 ( ngnce ) 11.0.0.1->3.0.0.3

Legend: Map-Request Map-Request
EIDs -> Green [1] (udp 4342) (udp 4342)
Locators -> Red nonce nonce
BGP-over-GRE \_ / Ny 4
Physical link

i '
CMUG - LISP Use Cases © 2011 Cisco and/or its affiliates. Al rights reserved. Cisco Public Operations cq




LISP Control Plane

Map-Reply example

Pl EID-prefix
2.0.0.0/24

r

S

Legend:

EIDs -> Green
Locators -> Red
BGP-over-GRE
Physical link

CMUG - LISP Use Cases

65.1.1.1 /
(4

MR

Provider A
10.0.0.0/8

ALT

ALT

ALT

ALT

Provider X
12.0.0.0/8

Mapping Locator-set:

Entry

EID-prefix: 3.0.0.0/24

12.0.0.2, priority: 1, weight: 50 (D1)
13.0.0.2, priority: 1, weight: 50 (D2)

© 2011 Cisco and/or its affiliates. All rights reserved.

Cisco Public D

66.2.2.2

13.0.0.0/8 | 7= §

/12.0.0.2 ->11.0.0.1\

Map-Reply
(udp 4342)
nonce
3.0.0.0/24
12.0.0.2[1, 50]

Pl EID-prefix
3.0.0.0/24

LISP Site /

\ 13.0.0.2 [1, 50] )

[6]

Al '
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.
LISP Interworking

Day-One incremental deployment

= Early Recognition:
» LISP will not be widely deployed day-one
« Up-front recognition of an incremental deployment plan
* [nterworking for:
« LISP-sitesto non-LISP sites(i.e. the rest of the Internet)
 non-LISP sitesto LISP-sites
» Two basic Techniques
* Proxy ITR (PITR) and Proxy ETR (PETR)
» LISP Network Address Translators (LISP-NAT)
* Proxy-ITR/Proxy-ETR are being deployed today

Infrastructure LISP network entity
Creates a monetized service opportunity for infrastructure players

i ’
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LISP Interworking
Proxy Ingress/Egress Tunnel Routers (PITR/PETR)

ALT

7/

‘

MR g ALT ALT
4 & i )
Provider A ovider X
== 10.0.0.0/8
< ‘ PITR
-~ S == @' ‘
ISP Site 2

LISP Site /

-~ a )

PITR — Proxy ITR PETR — Proxy ETR
* Receives traffic from non-LISPsites; » Allows IPv6 LISPsites with IPv4 RLOCs to reach
encapsulates traffic to LISP sites IPv6 LISPsites that only have IPv6 RLOCs
+ Advertises coarse-aggregate EID prefixes « Allows LISPsites with uRPF restrictions to reach
N LISP sites see ingress TE “day-one” Y. non-LISPsites

/

Al '
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.
LISP Interworking

[3]

Proxy Ingress Tunnel Router example (6511153001 ]
[2]

65.9.1.1 ->13.0.0.2 ]

65.1.1.1->3.0.0.1 |
Pl EID-prefi al Pl EID-prefi
-prertix Prevx
2.0.0.0/24 65.1.1.1 ( 3.0.9.0/24

MR

Provider A
10.0.0.0/8
. PITR
|
S - 3.0.0.0/8
11.0.0.0/8 h
LISP Site

[ 65.1.1.1->3.00.1 | (3.001->65.1.1.1 |

1
1] (3.001->65.1.1.1 | [4]
[5]
Non-LISP
Site
65.1.0.0/16

i '
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I
LISP Interworking

Proxy Egress Tunnel Router example

[3]

(65.1.1.1>3.0.0.1 |

[2]

6

5.9.1.1 ->13.0.0.2 ]

65.1.1.1->3.0.0.1 |

: ALT
Pl EID-prefix

2.0.0.0/24

65.1.1.1 /
(4

MR

Provider A
10.0.0.0/8

ALT ALT

Fuovider X
Q.0 0/8
65.9.2
PETR

65.9.1.1

PITR

‘u
S : 3.0.0.0/8 ’. -
11.0.0.0/8 0
LISP Site 2

[ 65.1.1.1 ->3.0.0.1 ]

Pl EID-prefix
3.0.0.0/24

71

/

LISP Site
ip lisp use-petr65.9.2.1 J\

[

3.0.01->65.1.1.1 ]

[1]

[4]

Non-LISP
Site
65.1.0.0/16

13.0.0.2 ->65.9.2.1
3.0.0.1->65.1.1.1

[5]

N\

)
]

J
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LISP and Security
Aspects of LISP Security

Security...

... of the protocol

* |[nherent security of the protocol itself

... impact of the protocol on existing networks

» Changes that can be/need be made to a site and core
network to handle the protocol

... enabled by the protocol

= New types of network security that can be deployed
because of the new protocol

NI
/or its affiliates. All rights reserved. Cisco Public c I S C o 64
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.
LISP and Security

Security... of the protocol

Security... of the protocol

Internet + LISP is no less secure than existing Internet

» The protocol must be “deployable”

Security of the protocol is added as driven by
operational requirements

= Authentication of Map-Registers

= Nonce in Map-Request/Map-Reply
= QOther internal specifications (see Internet draft)

Protocol developed to be enhanced by other security
mechanisms as needed: e.g.
» |Psec and Group Encrypted Transport (GET)
= PKI for control plane
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LISP and Security

Security... impact of protocol on existing networks

Security... impact of protocol on existing network

Corel/lnternet Point of Reference

» Inner (host) address still

available to core for polic
p y / Host IP \
enforcement

available

— Requires recognition of
LISP encapsulation

Topological'
location

router e.f.g.9

J

router

— No different than GRE, xyzl
MPLS, or other
encapsulations

— This is much better than NAT which obscures original IP address

» Quter address points to “topological” location
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LISP and Security

Security... impact of protocol on existing networks

Security... impact of protocol on existing network

Site Point of Reference

= No changes to existing /
Primary

Firewall and ACL policies Disaster-Recovm
. .. Data Center . Data Center
since the original packets IR < x--

are still visible
'\/’

Same o
IP addresses

= Simplified access-control
policy development and \
enforcement

NI
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LISP and Security
Security... enabled by the protocol

Security... enabled by the protocol
Simplified Firewall and ACL policies

» Host IP address (identity) never changes

— policy enforcement by “identity” not by “location”

New Mechanisms from “built-in” LISP functions

= Ingress traffic engineering f \
mechanism can be used as .*
a DDoS “push-back” policy \
— Push a “drop” policy all -

the way back to the
encapsulator (ITR or PITR)

“drop’,
-4 policy push

] . . o router ‘
- Simple “redirection” to \_ LISP Site_J
scrubber center
NI
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LISP and Security
Security... enabled by the protocol

Security... enabled by the protocol

New Mechanisms from “built-in” LISP functions (cont.)
= Enables ability to deploy “high-scale VPNs” of >10,000 sites

— Routing protocol (and other state) typically limit the scale of VPNs

— Out-of-band LISP control-plane enables high-scale VPNs

4 A

..x10,000. .

\J
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